CAROLINA COST AND QUALITY INITIATIVE (CCQI) 
Data Use Agreement for a Limited Data Set  (SEHP)
This Data Use Agreement for a Limited Data Set (DUA) is between the Carolina Cost and Quality Initiative (Recipient) and the Principal Investigator (User). The North Carolina State Teachers and Employees Health Division of Medical Assistance (NCSHP) is a Covered Component (a Health Care Component that performs Covered Functions) within the Hybrid Entity of the North Carolina Department of Health and Human Services as defined in the Health Insurance Portability and Accountability Act of 1996, as amended (HIPAA); and NCSHP is providing CCQI, and subsequently the Principal Investigator, with a Limited Data Set of Protected Health Information (PHI) as defined in 45 Code of Federal Regulations (CFR) §164.514(e)(2); so that CCQI and the Principal Investigator are each a “Limited Data Set Recipient” as defined in HIPAA.  All Parties, i.e. NCSHP, CCQI, the Principal Investigator and all data users agree to the provisions of this DUA in order to address the requirements of HIPAA and to protect the interest of all Parties.
1. DATA USE AGREEMENT DOCUMENTS.  This agreement consists of: (a) this document; (b) Data Request with description/statement of work; and (c) Data Dictionary noting data elements to be provided. 
2. DEFINITIONS.  Definitions used in this agreement are those set forth in HIPAA.  In the event of a discrepancy in definitions, HIPAA definitions will apply.  Where provisions of this DUA are different from, but permitted by, HIPAA, the provisions in this document will apply.  Authorized User Personnel will receive a limited data set.  According to 45 Code of Federal Regulations (CFR) §164.514(e), “A limited data set is PHI that excludes specified identifiers (such as, the patient’s name, provider name, chart number, social security number, etc.), but that can still potentially be linked to a particular patient because it contains dates (including birth date, admission date, discharge date, and date of death) and/or information about the patient’s city, state, or nine-digit zip code.”
3. USE OR DISCLOSURE.  User shall have the right to use all PHI provided to it under this DUA only for the research, public health or health care operations’ purposes outlined in the accompanying Data Request, which includes a description/statement of work and has been approved in writing by the CCQI Oversight Committee. User agrees that the data shall not be used for any purposes other than the research, analysis, and aggregate statistical reporting described in the data request and that such limited permitted purposes never include the use of data for commercial or competitive purposes involving individual, institutional or professional providers.
4. RESTRICTIONS ON USE.  User agrees that he/she, and any employees, agents and subcontractors to whom it discloses the PHI, will not use or further disclose the PHI other than as permitted by this DUA, or as otherwise required by law or regulation.  User shall use appropriate safeguards to protect the PHI from misuse or inappropriate disclosure and to prevent any use or disclosure of the PHI other than as provided in this DUA or as otherwise required by law or regulation.  User shall not attempt to identify the individuals to whom the PHI pertains, or attempt to contact such individuals.  User agrees that access to data shall be limited solely to Authorized User Personnel and that the data shall not be viewed, “loaned” or otherwise conveyed to anyone other than these individuals.  User agrees to use all necessary and required administrative, technical and physical safeguards to protect data from being viewed, “loaned,” or otherwise conveyed to any individual or party other than Authorized User Personnel.
5. PROTECTING DATA. User agrees that CCQI provided datasets that contain PHI will be kept only at __________________________________________________________________________, for the duration of this DUA. User certifies that the above location is a lockable, non-public area of User’s employer, which shall remain locked at all times when not occupied, and that the PHI will not be stored on a laptop or other device that could be moved from this location.  In the event that User needs to change the designated location above, User agrees to update this DUA with the new location prior to moving PHI.  The User agrees to maintain documentation that all staff working with said PHI have completed the Collaborative IRB Training Initiative (CITI) web-based training package on issues relating to human subjects research.
6. REPORTING.  User agrees to immediately report to the CCQI any use or disclosure of the PHI that is not provided for in this DUA of which the User becomes aware.  User will take reasonable steps to limit any further such use or disclosure.
7. VALIDITY CHECKS.  User agrees to provide a copy of his/her IRB approval to CCQI; and CCQI will provide NCSHP copies of the following (a) User’s approved data request and any subsequent modifications and (b) User’s IRB approval.  
8. PUBLICATION.  The User agrees that a preliminary copy of the findings will be shared with the Recipient and Covered Component one month prior to submission for publication.  Abstract submissions must also be shared at least five business days prior to submission.  Any project to be published must have the approval referenced in paragraph seven above or publication will be denied by the Covered Component. 
9. TERM AND TERMINATION.
(a) Term.  The Term of this DUA shall be effective as of the date written below, and shall terminate on __________________________ (date not to exceed three years from effective date below); at which time the PHI shall either be returned to Recipient or destroyed with notification to Recipient. 
(b) Termination for Cause.  Should User commit a material breach of this DUA, which is not cured within thirty (30) days after User receives notice of such breach, then the Recipient will discontinue disclosure of PHI and will report the problem to the Secretary, U. S. Department of Health and Human Services.

10. This Agreement contains all the terms and conditions agreed upon by the parties regarding the subject matter of this Agreement and supersedes any prior agreements, oral or written, and all other communications between the parties relating to such subject matter.
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